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Dog Guardians
Pick up after your
dogs. Thark you.
Attention Dogs

Grrrrr, bark, woof.
Good dog.
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Release of AOL Search Data Sparks Concern

~" InfoWorld.

AUGE, 2006 ARTICLE ID: €789

by Jeremy Kirk

AOL has apparently released details of Internet searches performed over a
period of three maonths by hundreds of thousands of its subscribers. raising
privacy concemns.

The data. apparently made available for research purposes, is no longer
available at the Web site http://research_aol .com, but details of the data were
cited by technology blog site Techcrunch, and the page linking to it was
cached by Google’s search engine.

The cached copy of the page said the data comprised about 19 million Web
searches performed by 658,000 users from March through May. The page
warned of sexually explicit language in some of the queries, and said of the
data. "This collection is distributed for noncommercial research use only.”
The page contained a link to a compressed copy of the data archive.

The page asked researchers using the data to cite a research paper entitled
"A Picture of Search” based on the data, which names two AOL employees




The 4% year of thef@iipral FOIA. .

“A nation that is afraid to let its
people judge the truth and
‘@ falsehood in an open market is
= afraid of its people.” (1962)

“A Deep Sense of Pride”

(Signing ceremony on the 4t of July, 1966)
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Form does not matter -- the nature of the
record does.

Sensitive records should be closely
safeguarded; routine records should be
held loosely.




‘Gt Creating Public Record@n the Fiy

1| New York City Department of Education
' V.
Toquir Choudhri

de minumus

“It should be observed that the Internet has becomentidern
equivalent of a telephone or a daily newspaper, providing a
combination of communication and information that most
empkloyees use as frequently in their personal livesrasiéir
work.”

- John B. Spooner, Administrative Law Judge
New York City Office of Administrative Trials andadings

authoritative record to which all others refer
-- irreplaceable in controlling immigration,
fueling a real-time economy and mitigating
fraud and identity threat.

v'Clearly, government must get and keep its
house in order.

v'Bad actors in the private sector are
properly dealt with as a matter of law
enforcement - with enforcement being the
operative word.




v" Information security is the
thin red line that keeps all
the promises made by
government about public
accountability and
safeguarding personally !NFQEMAMQN
identifiable information.

v" Sound security helps ensure the integrity
of government services, and the
prevention of misuse of information and
other public assets for illegal purposes.
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' 7. Preserving a Few
Good Silos

v'Convenience is important but it is not an
ultimate value. Seemingly innocuous
applications that tie together formerly
discrete systems can quickly become
problematic.

v'Counter intuitive polling data - people and
businesses like “privacy by obscurity.”

v'Good technical design is sometimes at odds
with good political design.




6. Getting over the Physical Artifact

L.

Anachronistic auditing and compliance
practices remain wedded to the
assumption that paper-is-safer has
added a curious final step to end-to-end
electronic transactions ....

record when it comes to
retaining records as
required by the relevant
retention schedules.

Aided by cheap and robust storage
technology and a risk adverse bureaucratic
culture, there is also a tendency to save
huge amounts of data that has outlived their
operational usefulness and do not need to be
retained by law.
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4. Government Intelligence about Itself

The simple and compelling idea here is to
interrogate the aggregated information it
holds about its own activities in order to
monitor its own performance and contribute
to data-driven planning and decisions.

| PO TheCountdown A% WP
3. Gotcha-style Accountability

v Technology now makes “100%
auditing” possible.

v'Do we go after everything or prioritize
those areas with greatest potential for
abuse?

¥ v Getting this one wrong has a chilling effect
on public servants who act in good faith,
who take seriously the direction to take
risks, but could be excused for feeling at
risk themselves.
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2. éOX-like Accountability

v'"No fewer than 16 states have sustained
accountability programs.

v'Digital public records are key to the
currently popular focus on performance,
accountability and compliance.

v"Growing adoption of an internal controls
framework from the Committee of
Sponsoring Organizations (COSO)

v'Revised GAO Circular A-123 requires
federal agencies to provide assurance
statements

-

Welcome to

' 1. Secrets vs. Sunshine FLSNRIDA

THE SUNSHNINE STATE
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v 75% increase in the volume in the
designation of classified records in the
federal government - from 9 million in
2001 to 16 million in 2004.

v An even larger universe of records are
shielded from public view as “sensitive
but unclassified” or “for official use
only.”




It Gets Harder from Here ... and Requires a Smarter Re  sponse

NEW |

Weving o e

Information Age w e

The World Is Flat

A BRIEF HISTORY OF
THE TWENTY-FIRST CENTURY

Thomas L. Friedman

Figure That Out! ... For Yourself!

A Promise of a Type and of a Time

Alabama lowa

Alaska Kansas
Arizona Maine
Arkansas Maryland
California Massachusetts
Colorado Michigan

Connecticut Minnesota
Florida Nebraska

Georgia Nevada
Hawaii New Hampshire
Idaho New Mexico

Illinois

Ohio
Oklahoma
Oregon
Pennsylvania
Rhode Island
South Carolina
South Dakota
Tennessee
Texas
Vermont
Wisconsin
Wyoming

New York




Feeling(Dislconnetigl:. . .

Davis, Hibbitts & Midghall ~-. One state’s frame of mind taps dismal
st teeeten o mennuene national mood....

' >70%

want to be active in the life of their
communities and the decisions that effect it.

<20%think any level of government is doing a VERY good job.
<12% strongly trust state government to do the right thing.
Oregonians think 39 cents out of every dollar the state spends is wasted.

RIGITAL WIRED: Demand by theiumbers

myspace’
a place for friends

Myspace Democrats (p%ate group) Join Group

The Democratic Party has represented the interests

of working families, fighting for equal opportunities Founded: Sep 24, 2004
and justice for all Americans. Join us Members: 51,737

Myspace Republicans (private group) Join Group

Welcome to the party of ideas and our forum to

discuss them! There's plenty of room for civil debate  Founded: Jun 8, 2004
under the big tent of the Republican party. Members: 46,815

{»‘ The Dlgmpian

By Chris Cillizza

washingtonpost.com's Politics Blog

About This Bloq | Meet Chris Cillizza | EXT RSS Feed (fihat's RSE? |- | | State Government Blog Wi ik 12, 2008
| i dam Wilsan a question ar send in s tp.
Posted at 07:50 AM ET, 07H 212006 [ || ctexnere o askrepurer adam Wil a o i i

The Pros and Cons of Auto-Dialed Surveys
It's no secret to regular readers of this blog that The Fix's interest in pn]itiv?

polling borders on obsession. I love the idea of combing through data to
find the messages hidden within the mumbers

v'80 million myspacers
v'40 million bloggers
v'A million amateur encyclopedians

And the final figure is... 10 grand plus
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U.S. Households by Internet Access and
Subscription Intentions, Q4 2005

Currently have
broadband
42%

Have a computer
and intend to
Currently have subscribe to an
narrowband; plan to Internet service
upgrade to 2%

broadband )
4% Would not subscribe

at any cost
5%
Currently have
narrowband; do not Price sensitive
intend to upgrade 0%

18% Do not own a
computer
29%

Growing Digital Majority:
64% of all American Households

S Eyewitness tdIPPINGROINTS

| Meomsmew  The telegram is dead.

MBS Long live the telegram.

- Tom Standage, The Victorian Internet

Western Union delivered its final telegram on January 27, 2006

Multiple

Online IM
Fveryda
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Government'&ssentiad Purpose

e Listen
 Deliberate

* Decide

e Act

e Create

» Judge outcomes
* Protect

* Modeling complex systems:
—Data
—Rules
—Processes
—Qutcomes
* Weather, oceans, markets, seismic

events, genomes, diseases, and
the cosmos are hard

» Government is easy
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Climbing PK’s Laddek
Publish
Interact We are
hung up in
Transact the middle
Integrate CHL O

Transform

» Technical challenges are mostly gone
» Now the if you have the money, the
will, and the need, you can do it

Convergencds Here sy

* The coming together or merging of:
—Jurisdictions
—Industries
—Companies
—Tools and technologies
—Products and devices
—Professions and skills
—Jobs

* The viral spread of IT across and
within industries and elements of life
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% On Standardization
ANALOG DIGITAL

» Nut, screws and » Data (XML bodies are
bolts active in every industry)

» Ralils » Networks (IP

> Electricity everything)

> Auto tires » Software interface

> Paper (Web Services and

: SOA)

” El%rggng and > Storage (the one file
holy grail)

» Drove the greatest : _
expansion of > grr(i)dc)essmg (Gird for the

human productive _
capacit)I/D in history » And the effect will be at

least as large...

What isGovernmeni s

Dr. R. J. H. Varn asks ...

« What if, within 10 years, all data flows in
and out of government is standardized or
will be easily transformed to the
government accepted format?

What if government modules become
standard parts of software?

What if the transaction side of government
Is eliminated within 20 years and replaced
by customer agents in the form of software
and private sector services and systems?

14
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@_Expedia.com

7= Zillow.com.™

Home Map & Search How to Use Zillow

| 2855 customer AgentSoiliinew Them:

... and Government helped create most of
them

v’ Any function of government not requiring
the physical presence of the citizen
can/is/will be done by a customer agent

v'Government customer agents are people,
professionals, software, and services that
do government for us

v"Accountants and lawyers are old school;
government as a service (web service) is
the natural extension of public service in
the new century

15



Customedfigents SR & |
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With today’s tools, Intuit, H&R
Block and others have reverse
engineered one of the most arcane
and artful areas of government — the
tax code — and turned it into
an automated service.

... make sales and
il use tax compliance as
¢l painless as possible.
We're doing it so you
don't have to.

regulatory

= tability and reduce

... automates the handling
of the routire

transactio

manual p

others].

strategic

” omprehensive watch list
advantage.

screening, identity

verification and due
angence research (for most
“...takes care of many of the World's of top 25 banks and 4000
laborious tasks associated | leading other clients).”

with inspections.” compliance
content

aggregator ...
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| REE Effects Oriovernmeiif ¢

»Organizational and process changes
» Challenges to sovereignty and silos

» Specialization and combination at the
same time

> It will reflect the changes in world

eventually

»Convergence and continuing realignment

»Functional and cross-boundary change is
spreading

» Returning to the essential mission is a
likely long term outcome
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The Freedom Forum, based in Arﬁng!nn

foundation dedicated to free press, free mut

for all people. The foundation focuses on three priorifies:
the Newseum, the First Amendment and newsroom div

“After 9/11, we were told that as
an open society, our strength was
our weakness. Five years on, it is
time to re-exert the modest
proposition that our strength is
still our strength.”

* Contactlata

Paul W. Taylor | Chief Strategy Officer
CENTER FOR DIGITAL GOVERNMENT

pwtaylor@erepublic.com 360.438.7902

www.centerdigitalgov.com 100 Blue Ravine Road
Folsom, CA 95630
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